UNIT-V( Introduction to Android Operating System)

Q. Write about History of Android or Overview of Android Operating System?
Introduction:

1. Android Operating System is one of the most widely used mobile operating system these Days.

2. The Android  operating system is designed to run “Mobile Devices” specifically “Smart Phones” and “Tablet’s”.

3. Android operating system is based on the “Linux kernel” to perform some of the most fundamental tasks including “Main memory”, ”Processor”, “Device drivers” and “Network Access”.

4. Like Linux Android  is an open source operating system.

5. It open nature it has become favorite for many consumers and developers.

6. More ever software developers can easily modify and add enhanced features in requirement of mobile technology.

7. In this OS Apps are programmed  in “java” using “Software Development Kit”(SKD) that’ downloadable free.

8. Android users download more than 1.5 billion applications and games from  Google pay each month.

Brief History of Android O.S:
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1. “Andy Rubin”, as co-founder of “Danger Inc” formed the team and created Android OS  to power  his company’s “New Cell phone”, “Sidekick”- to days Smart Phone.

2. Rubin first job after college was as a robotic engineer.

3. The Team Key Challenge was to create complete computing environment that could be successfully manipulate the phone battery power limitations, a small CPU and reduced memory space.

4. Using the open source Linux OS as a based, the team was create multilevel system to perform user actions via unique apps from the phone’s screen.

5. When Google  purchase android in 2005.

6. In 2013 Google CEO Larry page announced that more than 750 millions devices have been activated globally and 25 billion apps have now been downloaded from Google Pay.

Q. Explain Android Design Goals?
The goals of the Android system are focused on the user experience in a mobile environment, using a touch screen and connecting to networks through either telephony (using 3G and 46, as of this writing) or Wi-Fi.

We focused the design of Android around three overarching goals, which apply to our core apps as well as the system at large. As you design apps to work with Android, consider these goals: 
1. Enchant Me
2. Simplify My life.
3. Make Me Amazing.
1. Enchant Me: Android Apps are “ Sleek & Aesthetically” pleasing on mobile levels. Transactions are “fast and clear”. App icons are works of art in their own right. Your app’s should be combine “beauty, simplicity” and purpose of creating a “Magical Experience”.
2. Simplify My life: Android apps make life easier and are easy to understand. When people use your app’s for the first time they should grasp the most important features people of  all ages and cultures feel family in control.
3. Make Me Amazing: android apps empower people to try new things and to use app’s in inventive new ways. Android lets people combine applications new workflows, multitasking notifications and share across app’s.  At the same time your app should feel personal, giving people access to superb technology with clarity and grace.
Q. Define Android? State its features?
Android operating system is one of the most widely used mobile operating system these days. Android is a mobile operating system is based on the Linux Kernel and is developed by Google. Android operating system is primarily designed for smart phones and tablets.

Features:

1. NFC(Near Field Communication): Most Android  devices support NFC, which allow electronic devices to easily interact across short distance. The main aim to create a payment option that is carrying credit cards or cash.
2. Alternative Keyboards: Android support multiple keyboards and make them easy to install , swift key, Skype and 8pen apps these are quickly change up your keyboard style.

3. Infrared Transmission: Support a built-in infrared transmitter, allowing you to use your phone or tab as a remote control.

4. No touch Control: Using Android app such as wave control users can control  their hones touch-free.

5. Wireless App download:  By using of Android  market or third-party option like App Brain, mean while, let you download apps on your PC no plugging required.

6. Storage and Battery Swap: We can Swap  Battery mean replace and Android phones come with SD cards slots for expandable storage.

7. Widgets: Android widgets get you display just about any feature you choose, including weather apps, music widgets etc.

Q. Explain about Architecture of Android Operating System?

Android Operating System is a stack of software components

A. Linux kernel.

B. Native Libraries layer.

C. Android Runtime.

D. Application Frame work.

E. Application Layer.

1. Linux Kernel: 

· Linux Kernel is at the bottom Layer of the software stack. 
· Whole android operating system is built on this layer with some changes made by the Google
· Main functionalities: Process Management , Memory Management Device Management (ex: Camera, keypad, display) etc.
· Android interact with the hardware of the device with this layer.
· This layer contains many important h/w device drivers. Linux Kernel is responsible for managing virtual memory, Networking drivers and power management.
2. Native Libraries layer: This layer enables the device to handle different type of data. Data is specific to hardware. All these libraries are written in C or C++ language important Libraries are
· Surface manager: it is used to manage display of device .

· SQLite: SQLite is the database used in android for data storage. It is relational database and available to all applications.

· WebKit: It is the browser engine used  to display HTML content.

· Media Framework: Media Frame work  provides playbacks and recording of various audio, video and picture format.

· Free Type: Bitmap and font Rendering.

· Open GL/ES: used to render 2D or 3D graphics content to the screen.

· Libc:  It contains system related ‘C’ libraries.

3. Android RunTime:

· Android RunTime consists of Dalvik virtual macine and core java libraries.

· It is also located on the same level as the library layer.

·  Dalvik virtual machine is a type of java virtual machine  used for running applications on android  device.

· The Dalvik  allows multiple instance of virtual machine to be created simultaneously providing security, isolation memory management and threading support.

4. Application Frame work: The application frame work layer provides many higher-level services or major API’s to applications in the form of Java classes.
· Activity Manager: it is used to manage the data sharing between applications, manages how to access data from other applications.

· Telephony Management:  It manages all voice call related functionalities.

· Location Manager: it is used for location  management using GPS or Cell tower.

· Resource Manager: Manage the various types of resources used in application.

5. Application layer: The Application Layer is the top layer in the android architecture. Same  applications come pre-installed with every device such as SMS client app, Dialer, Web Browser and contact manager. 
Q. Explain the different Versions of Android O.S?
	S.No
	Android Version
	Released Date
	Kernel
	Features

	1
	CUPCAKE 1.5
	2009-April- 30
	2.6.27 Kernel
	Own Virtual Keyboard and third party keyboard. It includes live and update of widgets.

	2.
	Donut 1.6
	2009-Sep-15
	2.6.29 Kernel
	Search functions were also improved both for voice and text, camera and gallery interfaces have been improved virtual private network support Wi-Fi.

	3.
	Éclair 2.0-2.1
	2009-Oct-26
	2.6.2 Kernel
	It also added an auto-deleted function meaning old messages could be deleted after an inbox limit it reached

	4.
	Froyo 2.2
	2010-May-20
	2.6.35 Kernel
	RAM was freed up for use on apps this improves the stability and speed as well as optimizing memory and performance of the operating system.

	5.
	Gingerbread 2.3.0-2.3.7
	2010-Dec-6
	-
	It becomes the user friendly in all ways and that have been used by many consumers till now. The features  like speed, copy paste power management.

	6.
	Honeycomb 3.0-3.2
	2011-Feb-22
	-
	Basically designed for the purpose of large screen mobile particularly for tablets.

	7.
	Ice-Cream Sandwich 4.0.1-4.0.4
	2011-Dec
	3.0.1 Kernel
	This introduced a number  of new features i.e: NFC, updated web browser new  contacts manager, lock screen visual voice mail support, limit mobile data usage and other internal improvements

	8.
	Jellybean 4.1-4.3
	2012-July- 9
	3.0.31 Kernel
	Jelly Bean brings multi-user accounts, actionable notifications, lock screen widgets, quick-settings in the notification bar  android camera and google talk.

	9.
	Kitkat 4.4
	2013-Sep-3
	-
	The most notable features are designed to run on devices with as little as 512 MB of RAM.

	10.
	Lollipop 5.0-5.1.1
	2014-June-25
	-
	This update was optimized on interface and power efficiency with high graphics rendering.

	11.
	Marshmallow 6.0-6.1
	2015-Oct-5
	-
	Allow users to interact with recent contacts info and applications.

	12.
	Nougat 7.0
	2016-Mar-9
	-
	This version comes with split screen display mode supporting multi-window, multi-tasking.


Q. Explain about Memory management in Android?

1. Memory Management is handled by Linux Kernel, as shown below figure.

2. with the help of several software modifications to help android work successfully on mobile devices that are typically built with a limited amount of memory and slower PC.

· Therefore, once an application is opened, it remains resident in main memory, even when it appears that it has been closed.
· By remaining in memory, an app can usually open quicker when it is called in the near future.
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· Android uses a “Least Recently Used”(LRU) algorithm to keep track  of each resident process and when it was most recently called.
· Then, if memory space hold become scarce, a “Low Memory Killer(LMK)”   acts  to free up memory by removing the process that have remained the longest.

· These strategy is very different from some other operating systems that encourage users to close any programs or applications that are residing in memory.

Q. Explain about Android Process management?

A process on Android can be in one of four key objects.
1. Manifest, 

2. Activity, 

3. Tasks, and 

4. Intents
1. Manifest: Each app must have one manifest file that holds essential information that the system must have before it can run an application. The manifest includes all of the permissions that the app must have before it can begin as well as the permissions that other apps must have to work with the application’s components. 
2. Activity: An activity is the application component that defines the user interface screen that the individual uses to interact with the application, including all the actions that can be performed. 
3. Task: A task is defined in Android as a “sequence of activities a user follows to accomplish a goal.” Therefore, a task can consist of activities from just one app or from several apps. A task that runs in the background is called a service, such as a media player that continues to play even as the user moves to another app and another activity. 

4. Intent: An intent is the mechanism that one app uses to signal to another app that its cooperation is requested to accomplish something. This allows apps to call on one another as needed to meet a user’s request. For example, if the user requests that an app integrate a photo, that app can call on the camera app to make itself ready to take the desired photograph. Once taken, the digital image will be sent to the referring application without the need to notify the user that one app is pausing while another executes, and then pausing so the first can be resumed. 
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Activity States:
Each application can have one to many activities and each one is responsible for maintaining its processing state, as shown in Above Figure:
1. Create State: Is a activity has just begin state.
2. Started State: in this state, software initialization begins and the first screen can be drawn.
3. Running State: In this state, activities execute until they  are interrupted by another activity or a user command.
4. Paused State: This is a stop for an activity that is interrupted and ready to go into a “ Back Ground” mode, the activity’s status is typically saved.
5. Stopped State: Activities in this state disappear from the user’s view.
6. Destroyed state: This is a formal indication that the activity is terminated and will be removed completely from system memory.
Q. Write about Android Device Management?

1. Android is the most popular mobile OS out there, but that doesn’t make it any easier for IT to manage and secure.

2. in fact google open source approach and the collection of devices that run on Android complicate IT’s strategy toward the OS.

Android mobile device management (MDM) software empowers administrators to monitor, manage, audit and secure corporate data on those devices.

Device Enrollment: 

· Register devices based on ownership.

· Authenticate Enrollment with a one Time.

· Enroll  Multiple Devices for the same user.

Profile Management:

· Create and enforce policies and restrictions.

· Configure active directory policy settings to access enterprise resources.

· Restrict the use of camera, Bluetooth, browser, and more for increased security.
App Management:

· Manage and distribute both in-house and play store apps.

· Fetch reports to monitor the status of apps installed on the device.

· Publish apps in an app catalog for users to choose and install the one they need themselves.

Security Management: 

· Remote lock the device to prevent any mishaps.

· Perform remote alarm to identify any lost devices.

· Perform remote wipe to prevent data loss or theft.

Audits and Reports:

· Perform assertive monitoring by generating updated reports on the status of the android devices.

· Generate customized reports based on criteria such as apps by devices, device by model etc.

Q. Explain about Android File Management?

1. Most of the  Android user are using their Android phone just for calls, SMS, browsing and basic apps, but from the development prospective, e should know about android internal structure.

2. Android uses several  partitions(like boot, system, recovery , data etc) to organize files and folders on the device just like windows OS.

3. Each of these partitions has its own functionality, there are mainly 6 partitions in android phones, tablets and other android devices.

Below is the list of Partitions for Android  File System

1. */Boot: It includes the android Kernel and the RAM disk. The device will not boot without this partition.
2. */System: This includes the Android GUI and all the system applications that come pre-installed on the device.

3. */Recovery: This is specially designed for backup. The recovery partition can be considered as an alternative boot partition that lets the device boot into a recovery console for performing and maintained operations on it.

4. */Data: This partition contains the user’s data like contacts SMS, settings and all android applications that users have installed.

5. */Cache: This is the partition where Android stores frequently accessed data and app components.

6. */Misc: This partition contains miscellaneous system settings in from of on/off switches. 

Q. Explain about Android Security Management?

1. Android is designed to be Open: Android applications use advanced hardware and software, as well as local and served data, exposed through the platform to bring innovation and value to consumers.

2. Android is designed for Developers: Security savvy developers can easily work with and rely on flexible security controls. Developers less familiar with security will be protected by safe defaults.

3. Android is designed for users: This design includes the expectation that attackers would attempt to perform common attacks, such as social engineering attacks to convince device users to install malware and attacks on third-party applications on Android.
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